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OT Security as a Service

Securing the intersections of IT and OT

Leverage the integrated capabilities of Orange Business
and Cisco Cybervision for enhanced IT/OT Security

Orange Business
Cisco Cybervision

Orange Business Cisco
Cybervision




Innovation Leaders: Together, we drive innovation in
industrial security, expertly supporting our customers'
digital transformationin OT environments.

Enduring Partnership: With a 25-year-long
relationship, we are jointly engaged in major OT
security projects, delivering an outstanding end-to-end
solution portfolio for industrialized security needs.

Cisco and Orange Business are esteemed global leaders in
OT security, renowned for their extensive worldwide
presence and comprehensive service offerings.

: Maintains a comprehensive inventory of all assets to
ensure continuous monitoring and management.

- Identify and document the
communication flow between assets to understand
dependencies and potential risks.

: Regularly assess and address
vulnerabilities to protect assets from potential threats.

: Robust monitoring and response
protocols to swiftly identify and mitigate security incidents.

. Ensuring secure and
controlled remote access to OT assets to maintain operational
integrity and prevent unauthorized access.
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Network Architecture Design

= Network segmentationof IT and OT networks and micro-segmentation
for OT networks

= Design of defense-in-depth architecture

Training & Awareness
= Training OT personnel aboutthe cybersecurity risks, threat landscape,
and best practices specific to OT environments

Managed Firewall

= Risk-basedoperations of the firewall and policy
management

= Protection and detection of threats

= Virtual patching and response to security
incidents

Protect your
networks and
assets

Managed Endpoint Security
= Malware prevention and detection on
critical endpoints

= Risk-based platform operations and policy
creation

= Threat detection, notification, and response

Design, segmentation
and protection and
access.

Secure Access Service Edge

= Managed Secure Access and Zero Trust Network Orange
Architecture Cyberdefense
= SD-WAN, 5G

By choosing Orange Business and Cisco Cybervision, you are not just
adopting a security solution; you're embracing a strategic partnership that
prioritizesthe resilience and integrity of your entire operational landscape.
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